




















































































































































































































































































































































































































































































































































































































































































































































































































INTERNET SECURITY FOR YOUR MACINTOSH 

NFS (Network File System), 356 
NNTP (Network News li"ansfer Protocol), 240 
Norton AntiVirus, 171, 172, 176 
Norton Personal Firewall, 4, 185, 193, 206, 208, 

311, 373 
notebook computers 

private information on, 24 
theft or loss of, 22 

notification, firewall, 199 
Novell Directory Services (NOS). 305 
NSPs (Network Service Providers), 74 
NTLM authentication, 262 

0 
office networks. See work networks 
Open Door Networks, 4, 242 
open-source code, 330, 347-348 
Oppenheimer, Alan, 4 
OSI (Open Systems Interconnect) model, 76-78 
outgoing-packet protection, 191 
Outlook Express program 

p 

APOP option, 60 
attachment options, 65 
saving passwords in, 42 

packets, 77-78 
acknowledgement, 181 
outgoing, 191 
reset, 181 

passive-mode FTP, 204, 374 
passwords, 29-47 

AppleShare IP, 322 
biometric, 47 
changing, 37 
choosing, 32-36 

easy to remember, 35-36 
hard to guess, 33-35 

clear-text, 260 
digital certificates and, 46-47 
e-mail, 30, 32, 44, 45 

saving, 41-42, 43 
sending, 58-61 

encrypted, 261, 263 
FileMaker Pro, 144-145, 147 
forgotten, 45-46 
FTP, 250-251, 252, 256, 264-265, 321 
future trends for, 46-47 
hacking, 33-34 
home networking, 273 
Internet login, 30, 32 
Macintosh login, 31, 32, 357 
maintaining secrecy of, 36-37 
managing, 38-46 

388 

hint feature for, 45, 360 
keychain feature for, 38-40, 360 
level-of-protection system for, 43-44 
Mac OS X platform, 359-361 
Web Confidential application for, 40-41 

master, 137 
Network Assistant, 125 
policies related to, 334-335 
Retrospect, 142-143 
saving in applications, 41-43 
server, 313 
Timbuktu, 13 7, 138-139 
types of, 31-32 
Web-site, 31, 32, 42, 43, 44, 45 
wireless networking, 283-284, 288-289 
writing down, 44-45 

patches, software, 370 
peer-to-peer services, 71, 154 

risks associated with, 154 
security measures for, 155 

peer-to-peer wireless networks, 278 
permissions 

firewall, 194-195 
Web Sharing, 110, 111, 112 
See also access control 

personal firewalls, 180-181 
Mac OS X platform and, 371-374 
network-global firewalls and, 296-297, 298 
software programs as 

DoorStop Personal Firewall, 4, 242 
Norton Personal Firewall, 4, 185, 193, 206, 

208, 311, 373 
See also firewalls 

Personal NetFinder, 109-110, 111, 113, 114 
PCP (Pretty Good Privacy), 64 
Physical layer, 78 
physical security, 21-28 

backups and, 24-28 
options for, 25-27 
procedures for, 28 

guidelines for, 23-24 
Mac OS X platform, 357-359 
server machines and, 312-313 
types of threats to, 22-23 

PIN (personal identification number), 32 
ping, 198-199, 200 
ping of death, 190 
PKI (public-key infrastructure), 302-303 
plug-ins, 56, 319-320 
policies and procedures, 330-336 

expecting changes to, 336 
formal security policy, 332-335 
inside jobs and, 331-332 

POP (Post Office Protocol), 77 
port mapping, 271 
port numbers, 84-85 

alternate, 85, 115, 153 
common access attempts, 236-241, 244 
default, 85 
Internet services, 212-214 

port scanning, 189-190 
power-surge protectors, 23 
PPP (Point-to-Point Protocol), 87, 89, 120 
PPPoE (Point-to-Point Protocol over Ethernet), 350 
PPTP (Point-to-Point 1\.mneling Protocol), 303 
Preferences dialog box 

Norton Personal Firewall, 186 



Timbuktu, 137, 138 
Presentation layer, 77 
primary addresses, 190 
Print Center utility, 351 
privacy issues, 4, 45 
private IP addresses, 80-81 
private keys, 64, 302 
privileges 

File Sharing, 103-104, 112, 367 
trusted visitor, 135-136, 138 
See also access control 

procedures. See policies and procedures 
Program Linking, 115-118 

deleting, 11 7 
disabling, 117 
firewalls and, 117, 118 
guidelines for using, 118 
Mac OS X and, 355, 370 
risks associated with, 116 
security measures for, 117-118 
setting up, 115-116 
turning off, 117, 118 

protocols, 76 
Internet, 76-78 
See also specific protocols 

proxy, 240 
public access 

AirPort networks, 290 
Mac OS X platform, 367 

public IP addresses, 80-81 
public keys, 64, 302 

Q 
QuickTime streaming, 198, 202 

R 
radio-based networks. See wireless networks 
RAID systems, 314 
read-only access, 113 
realms, 318 
real-time information, 218 
real-time monitoring, 222-224 
Real-Time Protocol (RTP}, 198, 202 
Real-Time Streaming Protocol (RTSP), 198, 202 
Rebound device, 314 
receiving e-mail attachments, 64-68 

deleting attachments, 68 
opening attachments, 66-68 

redundant security measures, 184 
remembering passwords 

choosing easy to remember passwords, 35-36 
dealing with forgotten passwords, 45-46 

Remote Access Control Panel, 30, 89, 120 
Remote Access dialog box, 121 
Remote Access service, 120-122 

guidelines for using, 122 
risks associated with, 121-122 
security measures for, 122 
setting up, 120-121 

remote backups, 28 
Remote Login service, 355, 365, 369, 375 
remote network access, 298-304 

dial-in, 299-300 
policies related to, 335 
security challenges of, 298 
virtual private networks for, 301-304 

Remote Procedure Call (RPC), 236, 242, 243 
reset packets, 181 
Retrospect, 25, 140-143 

risks associated with, 141-142 
security measures for, 142-143 

risks 
distributed computing, 154-155 
File Sharing, 105-106 
FileMaker Pro, 144-145 
Network Assistant, 124-125 
peer-to-peer service, 154 
Program Linking, 116 
Remote Access, 121-122 
Retrospect, 141-142 
ShareWay IP, 151 
SNMP, 128 
stateful firewall, 184 
Timbuktu, 136 
Web Sharing, 110-112 

root users, 362-363 
routers, Internet, 82 
RPC (Remote Procedure Call), 236, 242, 243 
RTP (Real-Time Protocol), 198, 202 
RTSP (Real-Time Streaming Protocol), 198, 202 
rules, firewall, 181, 182, 194 

s 
S/MIME (Secure/Multipurpose Internet Mail 

Extensions), 62-63 
Samba software, 262 
saving passwords, 41-43 

INDEX 

Screen Saver System Preferences window, 358, 359 
script kiddie, 13 
scripts 

hacking performed with, 12-13 
viruses as, 164 

secondary addresses, 190 
secrecy of passwords, 36-37 
Secure Sockets Layer. See SSL protocol 
secure Web pages, 50-54 
SecuriD, 300 
security 

backups and, 24-28 
degrees of, 19-20 
e-mail, 58-71 
FTP, 251-257 
home network, 274-276 
Mac OS platform, 17-18 
Mac OS X platform, 356-379 
Macintosh server, 311-330 
passwords used for, 29-47 
physical, 21-28 
policies and procedures, 330-336 
redundancy and, 98 
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security (continued) 
viruses and, 168-169 
Web browsing, 50-57 
wireless network, 282-290 

security measures 
distributed computing, 155 
File Sharing, 106-109 
FileMaker Pro, 145-148 
Internet services, 97-98 
Network Assistant, 125-126 
peer-to-peer services, 155 
Program Linking, 117-118 
Remote Access, 122 
Retrospect, 142-143 
ShareWay IP, 152-153 
SNMP, 128-129 
Timbuktu, 137-140 
Web Sharing, 112-115 

security threats, 215-245 
case study on, 242-245 
common access attempts, 236-241, 244-245 
detecting suspicious activity, 218-229 

assessing maliciousness, 229 
establishing a baseline, 218-219 
firewall log patterns, 226-228 
log-file analysis tools, 224-226 
Mac OS X platform, 374-377 
patterns to look for, 219-222 
real-time monitoring, 222-224 

generating useful data about, 216-218 
log-file information, 216-218 
real-time information, 218 

insider attacks, 331-332 
investigating and reporting, 229-236 

contacting law-enforcement agencies, 235-236 
creating an e-mail notification, 233-234 
finding network administrators, 230-232 
performing a trace route, 235 

self-testing firewalls, 206, 208 
sending e-mail. 61-64 

attachments, 68-69 
rules for, 61 
securely, 62-64 

server firewalls, 180-181 
Server Message Block (SMB) protocol, 262, 

308-309 
server security, 311-330 

AppleShare IP, 320-324 
general, 312-315 
Mac OS X, 328-330 
security suites, 324-328 
WebSTAR, 315-320 

server-side includes (SSis), 320 
Service Location Protocol (SLP), 106, 151, 197 
Session layer, 77 
SETI@home, 154 
ShareWay IP, 4, 148-153 

file sharing with, 102, 108 
monitor window, 224 
multihoming with, 191 
risks associated with, 151 

390 

security measures for, 152-153 
versions of, 149, 150 

ShareWay IP Security dialog box, 152-153 
sharing 

databases, 144-148 
home network resources, 274-275 
See also File Sharing; Web Sharing 

Sharing dialog box, 104-105, no 
Sharing System Preferences window, 354, 355, 365 
Sharing window, Users & Groups, 100 
shoulder surfing, 3 7 
Simple Mail li"ansfer Protocol. See SMTP 
Simple Network Management Protocol. See SNMP 
single sign-on, 305 
SLP (Service Location Protocol), 106, 151, 197 
SMB (Server Message Block) protocol, 262, 

308-309 
SMTP (Simple Mail li"ansfer Protocol), 77, 241 
sniffer software, 253-255, 365 
SNMP (Simple Network Management Protocol), 

126-129 
considering the need for, 127 
disabling, 128-129, 274 
guidelines for using, 129 
network administration and, 307 
risks associated with, 128 
security measures for, 128-129 

SOCKS proxy servers, 238 
software 

antivirus, 171-178 
failure of, 22 
fixes and patches, 370 
NAT gateway, 269, 272 
network-global firewall, 296 
personal firewall, 4, 185, 193, 206, 208, 242, 311 
policies on using, 334 
sniffer, 253-255, 365 
See also applications 

Software Update System Preferences window, 370 
spreadsheets, 225 
SSH (Secure Shell), 365-366 
SSls (server-side includes), 320 
SSL (Secure Sockets Layer) protocol, 51 

data encryption and, 52-53, 263 
digital certificates and, 51-52 
e-mail and, 62 

stateful firewalls, 184, 205 
static IP addresses, 79, 195 
stealth mode, 181, 199, 200-201 
Sub7 li"ojan horse, 237, 238 
subnet masks, 81-82, 196 
surge protectors, 23 
suspicious activity 

assessing maliciousness of, 229 
establishing a baseline for, 218-219 
firewall logs and, 226-228 
investigating and reporting, 229-236 
log-file analysis of, 224-226 
patterns to look for, 219-222 
real-time monitoring of, 222-224 

syslog format, 375 



T 
TCP Filter, 324 
TCP /IP Control Panel, 86-90 

cable modem configurations, 86-88 
dynamic IP address, 86-88 
static IP address, 88 

dial-up connection configurations, 89 
Mac OS X, 90-91 
TCP /IP configurations, 90 

TCP /IP Network Preferences dialog box, 90-91 
TCP /IP protocol, 76-78 

disabling access to, 315 
firewall protection, 186, 193-196, 200 

troubleshooting problems with, 209 
home networks and, 274-275, 378 
Mac OS X platform and, 3 78 
port numbers used by, 212-214 

telecommuting, 292 
telephone modems, 75 
Telnet, 239, 273, 365 
Terminal application, 356 
testing firewalls, 205-208 

how to test, 208 
reasons for, 205-206 
types of tests, 206-207 
utilities for, 207 

theft 
AirPort network security and, 288 
losing computers through, 22 
protecting computers from, 23 

third-party Internet services, 133-155 
distributed computing, 154-155 
FileMaker Pro, 144-148 
peer-to-peer, 154, ISS 
Retrospect, 140-143 
ShareWay IP, 148-153 
Timbuktu, 134-140 

Timbuktu, 134-140 
cross-platform use of, 310 
deleting or disabling, 13 7 
firewall configuration, 201-202 
guidelines for using, 13 7-140 
risks associated with, 136 
security measures for, 137-140 
setting up, 135-136 
UDP protection and, 197 

TinkerTool, 375 
token-based systems, 300 
traceroute, 235, 377 
transitions, 336-342 

managing, 340-342 
network security, 337-338 
operating system, 339-340 

li'ansport layer, 77-78 
li'ojan horse, 14, 165 

access attempts, 237, 238 
keychain feature and, 40 

troubleshooting firewalls, 209-211 
li'usted Visitor account, 135 
TSSTalk AppleShare client, 308 

u 
UAMs (User Authentication Modules), 323, 351 
UDP (User Datagram Protocol), 78 

firewall protection, 183, 186, 187, 196-198 
troubleshooting problems with, 210 

port numbers used by, 212-214 
uninterruptible power supply (UPS), 23, 313 
universal serial bus (USB), 351 
Unix operating system 

access attempts on, 243 
AFP servers on, 261 
command-line interface, 356 
firewalls used with, 371-372 
general overview of, 346-348 
Mac OS X based on, 18, 328, 329, 339-340, 

346-349 
original development of, 347 
security weaknesses in, 347-348, 370 

UPS (uninterruptible power supply), 23, 313 
USB (universal serial bus), 351 
User Authentication Modules (UAMs). 323, 351 
User Datagram Protocol. See UDP 
Users & Groups model 

AppleShare IP, 321-322 
File Sharing, 99-100 
program linking, 116 
Remote Access, 121 

Users System Preferences window, 364 

v 
Verisign, 46 
virtual private networks (VPNs), 292, 301-304 
virus-definition files, 175, 178 
viruses, 159-178 

characteristics of, 160-161 
damage caused by, 165-169 

intentional damage, 167-169 
unintentional damage, 166-167 

defined, 160 
e-mail attachments and, 68, 169 
how they work, 161-162 
Internet and, 162-163, 169 
Mac OS X, 371 
preventing, 169-178 

antivirus applications for, 171-178 
general precautions for, 169-171 

sources of, 162-163 
types of, 163-165 

Visitor Privileges dialog box (Timbuktu}, 135 
Visual Basic (VB) Script, 164 
voice-print passwords, 47 
VPNs (virtual private networks), 292, 301-304 

w 
Web browsers 

plug-ins for, 56 
security icons in, so 
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Web browsers (continued) 
setting security options in. 51. 56-57 
vulnerabilities in, 55-56 

Web Companion (FileMaker Pro), 144, 145, 147 
Web Confidential application. 40-41 
Web Pages folder, 110, 113 
Web proxy, 240 
Web servers, 96 

Apache, 328, 354. 376 
AppleShare IP, 320-324 
security suites for, 324-328 
WebSTAR, 315-320 

Web Sharing, 109-115 
access attempts, 237 
deleting, 112 
disabling, 113 
firewalls and, 113, 115 
guidelines for using. 114-115 
logging, 115, 376-377 
Mac OS X platform, 368, 369, 376-377 
risks associated with, 110-112 
security measures for, 112-115 
setting up, 109-110 
turning off, 113, 114 

Web Sharing Control Panel, 109-110 
Web sites 

cookies from, 57 
downloading files from, 71 
hacking through FTP, 254-255 
home pages for, 109-110. 111 
languages used on, 55-57 

ActiveX. 57 
HTML, 55, 57 
Java, 55-56 
JavaScript, 57 

links from e-mail messages to, 70 
password security on, 31, 32, 42. 43, 44, 45 
secure and insecure pages on, 50-51, 53-54 
SSL protocol used on, 51-54 

for authentication, 51-52 
for data encryption, 52-53 

See also Internet 
Web-based firewall tests, 207 
WebDAV standard, 263-264. 329, 352, 377 
Web-mail systems, 58, 60-61 
WebObjects middleware, 328 
WebSTAR security, 217-218. 238, 315-320 
WEP (wired-equivalent privacy). 283-284, 378 
Whitaker, Charles, 4 
white hats, 370 
WHOIS database, 230-232 
Who's There? Firewall Advisor. 4, 231 
Windows platform 

access attempts on. 243 
alternatives to FTP on. 262 
hackers and, 17-18 
on home networks, 276 
preventing contamination from. 310-311 
sharing files with, 307-311 

Wingate Internet Sharing server. 238 
wired-equivalent privacy (WEP). 283-284, 378 

392 

wireless networks, 277-290 
explained, 278-280 
how to use, 280-282 
Mac OS X platform, 378-379 
securing, 282-290 
See also AirPort 

work networks. 291-342 
administration of. 306-307 
centralized security on. 293-294 
directory services on, 305-306 
home networks related to, 292-293 
Mac OS X platform and, 3 79 
Macintosh server security on, 311-330 

AppleShare IP security, 320-324 
general server security, 312-315 
Mac OS X server and, 328-330 
security suites for, 324-328 
WebSTAR security, 315-320 

network-global firewalls on, 294-298 
implementing, 295-296 
limitations of, 297 
personal firewalls and. 296-297, 298 

policies and procedures for, 330-336 
expecting changes to, 336 
formal security policy, 332-335 
inside jobs and, 331-332 

remote access to, 298-304 
dial-in, 299-300 
security challenges of, 298 
virtual private networks for, 301-304 

transitions occurring in, 336-342 
managing, 340-342 
network security, 337-338 
operating systems, 339-340 

Windows-based machines on, 307-311 
interacting with, 307-310 
preventing cross-platform contamination, 

310-311 
World Wide Web. See Internet; Web sites 
World Wide Web Consortium (W3C), 17 
worms, 161, 165 
write privileges, 112, 114 

y 
Yahoo! Mail, 58, 60 

z 
Zip drives, 26 
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